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OPENING (Hook + Problem Statement)
Security debt is different from technical debt. With technical debt, you can patch it gradually -
refactor a module here, upgrade a library there. But with security debt, you can't patch your way out
of a breach. One vulnerability, one misconfig, one unpatched server, and your entire organization is
at risk.

The data is stark:
Veracode's 2024 State of Software Security report found that 71% of organisations carry security
debt, with 46% carrying critical-severity flaws unfixed for more than one year. IBM's 2024 Cost of a
Data Breach report puts the global average breach cost at $4.88M. Security debt is rarely
theoretical; it is deferred risk accumulating in production systems.

Security debt is the technical debt you can't afford to leave sitting around.

What is security debt?
It's the accumulation of security risks that build up over time:
• Systems running out-of-date software with known vulnerabilities
• Systems that were never integrated with your identity and access management (IAM)
• Services running without encryption in transit or at rest
• Code that was written before security testing was standard
• Infrastructure that predates your security governance framework
• Teams making security exceptions "just this once" (that became permanent)
• Compliance gaps that persist because fixing them is expensive

Like technical debt, security debt compounds. The more you let it accumulate, the harder it
becomes to fix. And the cost of a security breach (if it happens) is exponential compared to the cost
of preventing it.

The cost of security debt:
• Prevention cost (to fix it): £200K-2M+ depending on scope
• Breach cost (if it happens): £1M-50M+ depending on scale, data exposed, and industry

IBM's 2024 Cost of a Data Breach report puts the global average breach cost at $4.88M, with
regulated industries often facing higher exposure. For a financial services company with customer
data, a breach could cost £10M-100M+ in fines, remediation, and brand damage.

The fundamental problem: Most organizations treat security as something to check off ("Are we
compliant?") rather than something to engineer ("Can we withstand attack, and can we recover?").

SECTION 1: HOW SECURITY DEBT ACCUMULATES (The 6
Patterns)
Security debt doesn't appear overnight. It accumulates through patterns of deferred decisions and
pressures to move fast.

Pattern 1: The "Temporary" System That Becomes Permanent
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You need to launch a feature quickly. You skip the full IAM integration. You hardcode credentials. You
deploy to a server without encryption. You tell yourself: "We'll fix it in the next sprint."

That sprint never comes. The feature becomes critical. You can't refactor it without risking
downtime. Three years later, the "temporary" system is still running, still has hardcoded credentials,
still isn't compliant with your IAM framework.

Result: Each "temporary" decision becomes permanent. And each permanent exception makes your
security perimeter larger and harder to defend.

Pattern 2: The Legacy System You Can't Replace
You have a 15-year-old system that nobody wants to touch. It's running on an unsupported OS. It
has known vulnerabilities. The vendor is out of business. But it's critical to business operations.

You can't shut it down (too risky, too disruptive). You can't upgrade it (too expensive, too likely to
break). You can't refactor it (nobody understands the code anymore). So you do the minimum: patch
the OS when you absolutely have to, isolate the system on a separate network, and hope it doesn't
get compromised.

Result: A permanent security liability. An exception that persists forever.

Pattern 3: The Acquisition That Never Got Integrated
You acquire a company. Their systems have different security standards, different IAM, different
compliance posture. You decide not to rip-and-replace immediately. You integrate their systems into
your network.

Now you have:
• Two IAM systems instead of one
• Inconsistent credential policies
• A network where internal systems have different levels of hardening
• Integration points that bypass your security controls

The "temporary" integration becomes permanent.

Result: Your security perimeter now includes systems you don't fully control or understand.

Pattern 4: The Security Exception That Becomes Policy
A business team says: "We need to move fast. Can you make an exception to the standard?"

You say yes, just this once. And you document the exception. But three months later, there are five
exceptions. Six months later, 15. A year later, the exceptions are the norm, and the standard is the
exception.

Result: Your security policy has drifted so far from your intentions that it's now a collection of
documented exceptions.

Pattern 5: The Compliance Checkbox Culture
Your organization gets audited. The auditor says: "You need encryption for data in transit." You
enable TLS everywhere. Audit passes.

Next year: "You need data in rest encryption." You turn on disk encryption. Audit passes.

Year three: "You need MFA." You deploy MFA.
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You're compliant on all the checklist items. But you've never done threat modeling. You've never
done penetration testing. Your incident response plan exists but was never tested. You have no
security champions in your engineering teams.

Result: You're compliant on paper, but you can't actually withstand a sophisticated attack.

Pattern 6: The Vendor Lock-In Through Security
You use a vendor's authentication service. Then a SSO service. Then their secrets management. Now
you're deeply integrated with their ecosystem. Switching vendors would require months of
re-architecture and security review.

The vendor raises prices. You pay because the switching cost is too high.

Result: Your security architecture is now at the mercy of vendor pricing and vendor decisions.

SECTION 2: THE COST STRUCTURE (Where the Money
Goes)
Security debt costs money in multiple ways:

Cost 1: The Compliance Tax (Annual)
Compliance and audit activities are expensive and increase with security debt.

For a company handling regulated data (financial, health, PII):
• Annual audit cost: £50K-500K depending on scope and industry
• Compliance staff: 1-5 people dedicated to compliance = £80K-400K/year
• Compliance tooling: £20K-100K/year (logs, monitoring, scanners)
• Remediation of audit findings: £50K-500K/year (depends on how many findings)
• Consulting for compliance help: £30K-200K/year

Total annual compliance cost: £230K-1.7M/year
With high security debt, audit findings are numerous and expensive to fix. With low security debt,
audit findings are rare and cheap to fix.

Cost 2: The Incident Cost (If a Breach Happens)
The cost of a breach is exponential compared to the cost of prevention.

According to IBM (2024):
• Average breach discovery time: 207 days
• Average cost of a breach: £3.9M
• Cost per compromised record: £150-200 depending on industry
• Cost of regulatory fines: Often 2-4% of revenue (GDPR) or higher (depending on regulations)
• Cost of notification letters: £100-500 per affected person
• Cost of credit monitoring (if customer data is exposed): £1-5 per person per year (for 1-3 years)
• Cost of brand damage and lost customers: 10-30% of revenue over 12 months
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For a company with 1M customer records:
• Notification cost alone: £100K-500K
• Regulatory fine (assuming 2% of £500M revenue): £10M
• Credit monitoring: £1M-5M over 3 years
• Lost customers and brand damage: £50M-150M

Total breach cost: £160M-165M+
Prevention cost for the same company: £500K-2M to remediate the vulnerability that caused the
breach.

ROI on fixing security debt: 80:1 to 300:1

Cost 3: The Operational Burden (Ongoing)
Security debt creates ongoing operational work:
• Incident response: When a system is hacked, it takes time to detect, isolate, remediate, and
recover

• Patch management: Systems with more debt require more frequent patching, which creates more
risk of downtime

• Monitoring and logging: You need more monitoring to compensate for systems you don't fully trust
• Security reviews: Every new feature requires security review if you don't have a secure
development framework

Estimated cost: 10-20% of ops team time, or £200K-500K/year for a typical engineering organization

Cost 4: The Engineering Productivity Loss
Security debt makes development slower:
• Features require security review before deployment
• Integration with IAM takes longer because the framework is inconsistent
• Developers spend time working around security controls instead of building features
• Incident response pulls engineers away from productive work

Estimated cost: 5-15% of engineering time, or £250K-750K/year for a 50-person team

SECTION 3: THE SECURITY DEBT ASSESSMENT
FRAMEWORK
Rate your organization on each dimension (1 = low debt, 5 = high debt):

Dimension 1: Identity & Access Management (IAM)
Score Description

1 All systems integrated with centralized IAM; MFA
everywhere; least-privilege enforced

2 80%+ of systems integrated; MFA on critical systems; some
privilege creep
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Score Description

3 50-80% integrated; MFA on some systems; inconsistent
policies

4 20-50% integrated; MFA is optional; privilege creep is
normal

5 Multiple IAM systems; no MFA; widespread privilege creep;
hardcoded credentials in code

Questions:
• How many identity systems do you have? (Should be 1)
• What % of your systems require MFA? (Should be 100%)
• How long has it been since you did an access review? (Should be annual)

Dimension 2: Data Protection (Encryption, Secrets)
Score Description

1 Encryption in transit & at rest; secrets management system;
key rotation automated

2 Encryption on critical systems; some secrets in vault; key
rotation manual

3 Encryption on some systems; secrets management starting;
inconsistent key rotation

4 Encryption is planned; secrets in config files; no key rotation

5 No encryption; hardcoded credentials; secrets in code; no
secrets management

Questions:
• Are all credentials in a secrets management system? (Vault, AWS Secrets Manager, etc.)
• Is data encrypted both in transit and at rest?
• How often are encryption keys rotated?

Dimension 3: Vulnerability Management & Patching
Score Description

1 Automated vulnerability scanning; patches deployed within
7-14 days; no systems running EOL software

2 Quarterly vulnerability scanning; patches deployed within
30 days; rare EOL systems

3 Annual scanning; patches deployed within 60 days; some
EOL systems in maintenance mode

4 Scanning is sporadic; patches deployed when convenient;
multiple EOL systems running

5 No vulnerability scanning; patches are deferred; systems
running software 5+ years old

Questions:
• How often do you scan for vulnerabilities? (Should be continuous)
• What's your mean time to patch a critical vulnerability? (Should be 7-14 days)
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• Are any systems running end-of-life software? (Should be zero)

Dimension 4: Network Segmentation & Infrastructure
Score Description

1 Zero-trust architecture; network segmentation; firewalls
enforce least-privilege

2 DMZ + internal network; most internal systems trust each
other; some segmentation

3 Basic perimeter defense; minimal internal segmentation;
trust is implicit

4 Perimeter-only defense; no internal segmentation;
everything inside is trusted

5 No firewalls between internal systems; flat network;
everything trusts everything

Questions:
• Can an attacker who compromises one internal system compromise all internal systems?
• How many network segments do you have?
• Are there firewalls between your application servers and your databases?

Dimension 5: Compliance & Governance
Score Description

1 Security governance framework; regular audits; incident
response plan tested annually

2 Security policies documented; annual audit; incident
response plan exists

3 Some security policies; audit every 18 months; incident
response plan not tested

4 Minimal policies; audit is sporadic; incident response plan
exists but untested

5 No formal policies; no audits; incident response plan is
theoretical

Questions:
• Do you have a documented incident response plan?
• When was it last tested? (Should be within 12 months)
• How often do you audit your security controls? (Should be annually at minimum)

Dimension 6: Development Security (Secure SDLC)
Score Description

1 SAST/DAST in CI/CD pipeline; security training for
developers; threat modeling before design

2 Some static analysis; occasional security review; security
training available

3 Code review before deployment; some security awareness;
no formal threat modeling

4 Code review exists but doesn't always include security; no
security training
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Score Description

5 No code review; developers write code however they want;
no security consideration

Questions:
• Do you scan code for vulnerabilities before deploying? (Should be automated)
• Do developers get security training? (Should be mandatory)
• Do you do threat modeling before building critical features? (Should be standard practice)

SECTION 4: SECURITY DEBT SEVERITY SCORING
Add up your scores across all six dimensions (max 30).

Total Score Severity Action Required

6-10 Low Monitor. Continue improving. No urgent
action.

11-15 Moderate Plan a 12-month improvement
roadmap. This is addressable.

16-20 High This needs executive attention. 6-12
month remediation. Breach risk is
significant.

21-30 Critical This is a board-level issue. Immediate
action required. Breach is likely if
exploitation attempt happens.

SECTION 5: THE REMEDIATION ROADMAP (Framework)
Fixing security debt is a 12-24 month initiative.

Phase 1: Assess & Prioritize (Months 1-2)

Deliverables:
• Security debt assessment (using the framework above)
• Identify the top 3 highest-risk vulnerabilities
• Calculate the cost of breach vs. cost to remediate
• Get executive sponsorship

Questions:
• What's the highest-risk vulnerability?
• If we got breached tomorrow, what would expose us?
• What compliance requirements are we not meeting?

Phase 2: Build the Security Baseline (Months 2-6)

Deliverables:
• Centralized IAM (all systems integrated with one identity system + MFA)
• Secrets management system (all credentials out of code/config files)
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• Network segmentation (at least DMZ + internal networks)
• Vulnerability scanning infrastructure (automated, continuous)

Critical decisions:
• Will you use a commercial IAM solution (Okta, Azure AD) or build on open-source?
• Where will secrets be stored? (Vault, AWS Secrets Manager, etc.)
• Which systems get remediated first?

Phase 3: Remediate Identified Vulnerabilities (Months 6-15)

Deliverables:
• Patch all critical vulnerabilities
• Encrypt data in transit and at rest
• Decommission or isolate end-of-life systems
• Enforce MFA organization-wide

Approach:
• Start with highest-risk systems
• Test remediation in staging before production
• Plan for downtime or use canary deployments
• Document all changes

This is the hard phase because it requires coordination across
teams.

Phase 4: Establish Governance & Training (Months 15-20)

Deliverables:
• Security governance framework
• Incident response plan (documented and tested)
• Secure SDLC policies (threat modeling, code review, security testing)
• Security training for developers and ops

Key insight: Governance prevents new security debt from accumulating.

Phase 5: Continuous Improvement (Months 20-24+)

Deliverables:
• Automated vulnerability scanning
• Regular penetration testing (annual minimum)
• Incident response drills (quarterly)
• Annual security audit

The goal: Security debt goes from a liability to a managed item on a roadmap.
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SECTION 6: THE BUSINESS CASE (Why Fix It?)
Cost to remediate security debt: £500K-3M over 18 months (depending on scope)

Cost to recover from a breach: £1M-100M+ (or more if you handle regulated data)

Example math:
Scenario: Mid-market company (£100M revenue, 1M customer records)

Breach cost if it happens:
• Notification and credit monitoring: £500K-2M
• Regulatory fines: £1M-5M (or more)
• Remediation: £500K-2M
• Brand damage and lost customers: £5M-20M

Total breach cost: £7M-29M+

Prevention cost to eliminate high-risk security debt:
• Centralized IAM: £100K-300K
• Secrets management: £30K-100K
• Network segmentation: £100K-200K
• Incident response and governance: £50K-150K

Total prevention cost: £280K-750K

ROI on fixing security debt: 9:1 to 100:1
For most companies, the ROI is 10:1 or higher. You're essentially buying insurance against a
catastrophic breach at a fraction of the cost.

SECTION 7: THE GOVERNANCE MODEL (Preventing New
Debt)
The hardest part isn't fixing existing security debt. It's preventing new security debt from
accumulating.

After you finish remediation, you need a governance model that prevents new "temporary" systems,
new security exceptions, and new vulnerabilities from creeping in.

The Security Review Board
Meet monthly (or quarterly). Review:
• New systems and integrations (are they compliant with baseline standards?)
• Security exceptions (are they temporary, or are they becoming permanent?)
• Vulnerability reports (are they being fixed within SLA?)
• Compliance status (are we drifting?)

The Secure SDLC Process
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Every feature:
• Has a threat model (if it handles data or is security-relevant)
• Goes through security code review
• Is scanned for vulnerabilities before deployment
• Has tests for common vulnerability types (SQL injection, XSS, etc.)

The Policy on "Temporary" Systems
There is no such thing as temporary. Every system must:
• Be integrated with centralized IAM
• Have encryption in transit and at rest
• Be included in vulnerability scanning
• Have an owner and an SLA for patching

The word "temporary" is banned.

The Annual Security Audit
Every year:
• Vulnerability scan
• Penetration test (at least basic)
• Compliance audit
• Incident response drill

These aren't optional. They're part of operating an enterprise business.

CLOSING
Security debt is worse than technical debt because the cost of the debt you don't fix (a breach) is
orders of magnitude higher than the cost of fixing it.

Use the assessment framework to understand where you stand. Calculate the business case for
remediation. Then execute a systematic remediation roadmap over 12-24 months.

The reward isn't just compliance. The reward is peace of mind. You'll sleep better knowing that if
someone tries to attack you, you have a fighting chance of defending yourself.

KEY TAKEAWAYS
• Security debt accumulates through logical decisions (temporary systems, legacy systems,
compliance checkboxes) that create long-term liabilities

• Cost of fixing security debt: £500K-3M over 18 months
• Cost of a breach if you don't fix it: £1M-100M+ (sometimes higher)
• ROI on fixing security debt: 9:1 to 100:1
• Assessment framework helps you prioritize: Assess across 6 dimensions (IAM, Data Protection,
Vulnerability Management, Network, Compliance, Development Security)
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• Remediation roadmap is 12-24 months and requires executive sponsorship
• Governance prevents new security debt from accumulating (security review board, secure SDLC,
annual audits)
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